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Linux TCP/IP
TCP/IP Internet
bastion host Linux
proxy
Linux
filtering router Linux
Linux
IP
masquerading
Linux 80386
ISA NE2000
PCI Tulip DEC 21040 21140 3Com 905
21140 Tulip 100BaseT
Dynamic Host Configuration Protocol DHCP
DHCP
UNIX inetd—
Internet Internet super server /etc/inetd.conf
shell login
telnet ftp ssh
4.1 P

Internet IP “ " 1P 4-1
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4-1 P

A 10.0.0.0

B 172.16.0.0 172.31.0.0

c 192.168.0.0 192.168.255.0

Internet
4.2 IP
Linux
Xwindow netcfg

Hetwork Configurator

M Hetwork Packet Forwarding (IPv4)

Default Gateway: j0.0.00
Default Gateway Device: [eth0
interface | Network Address | Netmask | gateway A

7
Add | Edt | Remove ]
Save l Quit
4-1

/etc/sysconfig/network

FORWARD_IPV4=true
false true XWindow

[etc/sysconfig/network

echo 1>/proc/sys/net/ipv4/ip_forward
3 OH

linuxconf
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Linux

ipchains RPM
ipchains -P forward DENY

Linux

ipfwadm-wrapper
ipfwadm -wrapper -F -p deny

ipfwadm -wrapper

ipchains -F

ipfwadm

ipfwadm-wrapper -F -f
ipfwadm-wrapper - -f

ipfwadm-wrapper -0 -f
ipfwadm-wrapper -A -f

1234 Web

ipfwadm

ipchains

ipchains

Linux 2.2

ipchains Red Hat Linux 6.0

Red Hat Linux 5.2

ipfwadm-wrapper ipchains

ipchains -A forward -s 0.0.0.0/0 -p TCP -d 1.2.3.4/32 http -j ACCEPT -b

-A forward
-s0.0.0.0/0
1P
-p TCP TCP
User Datagram Protocol UDP
Protocol ICMP
-d1.2.3.4/32 -d
1.2.3.0/24 C 1.2.3
Internet A
1.2.3
http /etc/services
- ACCEPT -

Internet

Web

1.2.3.4/32

0.0.0.0/0
0.0.0.0/0

Internet Control Message
Internet
1.2.34

C
Internet

ACCEPT DENY MASQ
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REDIRECT REJECT RETURN DENY REJECT REJECT ICMP
DENY MASQ
REDIRECT
RETURN
-b -b
-b
-b ipchains -L
ipfwadm

ipfwadm -F -a accept -P tcp -S 0.0.0.0/0 -D 1.2.3.4/32 http -b -0

-F

-50.0.0.0/0 -S 0.0.0.0/0

IP

-D 1.2.3.4/32 -D 1.2.3.4/32 I nternet
1.2.3.0/24 C 123 Web

http letc/services

-b -b

-0 /var/log/messages

Linux
Internet
Internet IP Internet
Internet 1P —_—

IP

ipchains -P forward DENY

ipchains -F

ipchains -A forward -j MASQ -s 192.168.1.0/24 -d 0.0.0.0/0
ipfwadm

ipfwadm-wrapper -F -p deny

ipfwadm-wrapper -F -f

ipfwadm-wrapper -1 -f

ipfwadm-wrapper -0 -f

ipfwadm-wrapper -A -f

ipfwadm-wrapper -F -am -S 192.168.1.0/24 -D 0.0.0.0/0

ipchains ipfwadm
192.168.1 C
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masquerade server

FTP

depmod -a

modprobe ip_masq_autofw
modprobe ip_masq_cuseeme
modprobe ip_masq_ftp
modprobe ip_masq_irc
modprobe ip_masq_mfw
modprobe ip_masq_portfw
modprobe ip_masq_quake
modprobe ip_masq_raudio
modprobe ip_masq_user
modprobe ip_masq_vdolive

Internet IP
1.2.3 Web
1.2.3

ipchains -P forward DENY

ipchains -F

ipchains -A forward -s 0.0.0.0/0 -p TCP -d 1.2.3.0/24 http -j ACCEPT -b
ipchains -A forward -s 0.0.0.0/0 -p TCP -d 1.2.3.0/24 smtp -j ACCEPT -b
ipchains -A forward -j MASQ -s 1.2.3.0/24 -d 0.0.0.0/0

ipfwadm

ipfwadm -F -p deny

ipfwadm -F -f

ipfwadm -1 -f

ipfwadm -O -f

ipfwadm -A -f

ipfwadm -F -a accept -P tcp -S 0.0.0.0/0 -D 1.2.3.0/24 http -b
ipfwadm -F -a accept -P tcp -S 0.0.0.0/0 -D 1.2.3.0/24 smtp -b
ipfwadm -F -am -$ 1.2.3.0/24 -D 0.0.0.0/0

HTTP SMTP
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ipchains -A forward -j MASQ -s 1.2.3.0/24 -d 0.0.0.0/0
ipchains -A forward -s 0.0.0.0/0 -p TCP -d 1.2.3.0/24 http -j ACCEPT -b
ipchains -A forward -s 0.0.0.0/0 -p TCP -d 1.2.3.0/24 smtp -j ACCEPT -b

ipfwadm -F -a m -$ 1.2.3.0/24 -D 0.0.0.0/0
ipfwadm -F -a accept -P tcp - 0.0.0.0/0 -D 1.2.3.0/24 http -b
ipfwadm -F -a accept -P tcp -S 0.0.0.0/0 -D 1.2.3.0/24 smtp -b

Web
P I P spoofing IP

Source
Address Verification IP 4-1

4-1

# This is the best method: turn on Source Address
# Verification and get spoof protection on all
# current and future interfaces.

if [ -e /proc/sys/net/ipv4/conf/all/rp_filter 1; then
echo -n "Setting up IP spoofing protection...”
for f in /proc/sys/net/ipv4/conf/*/rp_filter; do
echo 1 > $f
done
echo "done."”
else
echo PROBLEMS SETTING UP IP SPOOFING PROTECTION. BE WORRIED.
echo "CONTROL-D will exit from this shell and continue system startup.”
echo .
# Start a single user shell on the console
/sbin/sulogin $CONSOLE

fi
Internet |P
25 DHCP
IPCHAINS-HOWTO Linux
ftp://tsx-11.mit.edu/pub/linux/docs/HOWTO
IP PPP
4.3 tcpd

Red Hat Linux 6.0 tcpd
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tcpd letc/hosts.deny /etc/hosts.allow
/etc/inetd.conf tcpd
Linux /etc/hosts.deny
in.telnetd:ALL except 1.2.3.4
1.2.34 telnet
FTP Berkeley

inftpd: ALL except 1.2.3.4
in.rshd: ALL except 1.2.3.4
in.rlogind: ALL except 1.2.3.4

tcpd
ALL: ALL EXCEPT 1.2.3.0/255.255.255.0, \
5.6.7.\
.allowed.com\
-permitted.org
/etc/hosts.deny
shell man 5 hosts_access
tcpd
tcpd
tcpd
tcpd /etc/inetd.conf
telnet stream tcp nowait root /usr/shin/tcpd in.telnetd
/etclinetd.conf
tcpd inetd
Postgres
4.4 TIS

Trusted Information System TIS
ToolKit FWTK

FWTK FTP Telnet HTTP Web

rlogin X TCP/IP

tepd

telnet

tcpd
SMTP httpd

Firewall

SMTP Berkeley
UNIX
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TISFWTK Red Hat Linux FWTK
GNU GNU Public License GPL
FWTK http://www.fwtk.org
TIS Gauntlet Gauntlet
FWTK Linux
FWTK Gauntlet Gauntlet Red Hat
Linux
FWTK fwtk2.1.tar.Z
/usr/local/etc
Red Hat Linux FWTK crypt()
FWTK
tar xvzf fwtk2.1.tar.gz
cd fwtk

sed 's/AAUXLIB=.*/AUXLIB= -lcrypt/

s/ACOPT=.*/COPT=-02 $(DEFINES) -IVusr\/include\/db1/
s/ALDFL=.*/LDFL= -s -static/' Makefile.config.linux > Makefile.config

make
make install

{usr/local/etc
netperm-table
ftp-gw FTP
http-gw HTTP Web
Web
tepd

URL
netacl

plug-gw

rlogin-gw Berkeley rlogin
tn-gw telnet
x-gw  XWindow

FWTK

/etc/inetd.conf

telnet stream tcp nowait.1024
nowait
40

/var/log/messages

crypt
Makefile.config.linux
Java JavaScript
TCP
XWindow

netperm-table
telnet
root /usr/local/etc/netacl tn-gw
inetd 60s
inetd

nowait 1024
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telnet netperm-table
netacl-tn-gw: permit-hosts * -exec /usr/localletc/tn-gw
tn-gw: permit-hosts * -passok -xok
inetd inetd.conf
inetd HUP netperm-table
inetd netperm-
table inetd HUP
netperm-table
1024 A
netperm-table
inetd telnet

tn-gw->

tn-gw-> connect another.host.com
Trying 1.2.3.4 port 23...
Connected to another.host.com.
Togin:

netacl-tn-gw: permit-hosts 1.2.3.* 192.168.1.* -exec /usr/local/etc/tn-gw
tn-gw: permit-hosts 1.2.3.* 192.168.1.* -passok -xok -dest { 1.2.3.4
* remotehost.com }

netacl tn-gw
netacl /etc/inetd.conf netacl
IP
tn-gw
Telnet
shell ssh
FTP tn-gw netcal
/etc/inetd.conf FTP
ftp stream tcp nowait .1024 root usr/local/etc/ftp-gwftp-gw
netperm-table
ftp-gw: permit-hosts*
ftp-gw: permit-hosts 1.2.3.* 192.268.1.* -dest {1.2.3.4 *.remotehost.com}
FTP 4-2 FTP
FTP
4-2 FTP

$ ftp bastion
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Connected to bastion.

220 bastion FTP proxy (Version V2.1) ready.

Name (bastion:root): ftp@ftp.redhat.com

331-(----GATEWAY CONNECTED TO ftp.redhat.com----)

331-(220 ProFTPD 1.2.0prel Server (ProfTPD) [gonzales.redhat.com]l)
331 Anonymous login ok, send your complete e-mail address as password.

Password:
230- Red Hat Software -- FTP Site

For the following sites, use the appropriate server:

Red Hat Linux Updates - ftp://updates.redhat.com
Red Hat Rawhide - ftp://rawhide.redhat.com
Red Hat Contrib Net - ftp://developer.redhat.com

For Incoming RHCN RPMS - ftp://in-rhcn.redhat.com

User Contributed RPMS - ftp://contrib.redhat.com
To Upload Incoming RPMS - ftp://incoming.redhat.com

230 Anonymous access granted, restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp Is-l

200 PORT command successful.

150 Opening ASCII mode data connection for file list.

total 0

-rw-r--r-- 1 root root 4050 Nov 18 16:30 MIRRORS.html
drwxr-xr-x 3 root root 1024 Nov 15 04:03 XBF
drwxr-xr-x 3 root root 1024 Nov 15 04:03 XFCom
drwxr-xr-x 10 dledford dledford 1024 Dec 8 11:46 aic
drwxr-xr-x 31 root root 1024 Dec 1 10:06 home
drwxr-xr-x 6 jbj jbj 1024 Nov 14 04:03 large-fd
“rw-r--r-- 1 root root 2951395 Dec 9 04;07 1s-1R
-PW-r--r-- 1 root root 421475 Dec 9 04:07 1s-1R.gz
Trwxrwxrwx 1 root root 1 Oct 21 10:53 pub - .
drwxr-xr-x 10 root root 1024 Nov 14 04:05 redhat
drwxr-xr-x 7 root root 1024 Nov 14 04:13 sound
drwx--x--x 2 root root 1024 Nov 14 04:13 sybase

226 Transfer complete.

ftp get MIRRORS.html

local: MIRRORS.html remote: MIRRORS.html

200 PORT command successful.

150 Opening BINARY mode data connection for MIRRORS.html (4050 bytes).
226 Transfer complete.

4050 bytes received in 1.24 secs (3.2 Kbytes/sec)

ftp quit

221 Goodbye.

user @remotehost
FTP
FTP / FTP
ftp-gw
HTTP /etc/inetd.conf
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HTTP

http stream tcp nowait.1024 root /ust/local/etc/http-gw http-gw

netperm-table
http-gw: permit-hosts*
Web 4-2 Netscape Communicator
4-3 IP
Gopher ftp-gw

http-gw FTP

http-gw: permit-hosts * -nojava -nojavascript -noactivex

HTTP UPL

http-gw: forward /Home* -protocol http -tohost www.tis.com

http-gw: forward /pub/*  -protocol ftp -tohost ftp.uu.net
plug-gw TCP

Hatscape: Preferences
R Vil
= AppENEEE wm Do mameeren Dl s aoad
g ——————————————————————— - ¥ - )
Frdern Fi monEIrk prey 15 ured i proveds sdddnied s Cully BEMAIER s '
5 Fnvigakr corspine and e infemet (umasily siong wilh 2 Siisaull) 300000 1T i
B il ke Ravagroisa IPLATaLE pEEramance Gebe e nerks by neuting relusdint rafic |
b A i COzhEng. Y T St SAmTeeisikn san proale you Wi propar |
¥ mry e -
L poesy sobings
T Comsassr
W i - Oercl comnecion in fhe inlamal
Tackm
U v = fdamel proy :cﬂgwul'ml Wi |

~ ST prEdy congrsbos
covigustonlecaion ALY [
1

4-2 Netscape
pop-3 stream tcp nowait.1024 root /usr/local/etc/plug-gw plug-gw pop-3
/etc/inetd.conf POP plug-gw
plug-gw: port pop-3 * -plug-to mail.remotehost.com -port 110
POP POP

pop-3 110
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letc/services /etc/inetd.conf
-port 110 plug-gw

N Hetscape: View Manual Proxy Configuration  [w B B

You may configure a proxy and port number for each of the internet
protocols that Netscape supports.

FTP Proxy: ‘: Port: !
Gopher Proxy: ; Port: {
HTTP Proxy: ﬁocamost Port: I}eu
Security Proxy: !f: Port: ]:
WAIS Proxy: { Port !

You may provide a list of domains that Netscape should access directly,
rather than via the proxy: .

No Praxy for: g

SOCKS Host [ - Fort 1;1 080

OK I Cancel ;

4-3 Netscape
/etc/inetd.conf plug-gw
plug
Berkeley rlogin  x-gw smap
inetd
/
Internet
45 SSH
SSH SSH TCP/IP
SSH UNIX MS-Windows VMS 0S/2
SSH
SSH

SSH Internet http://www.ssh.fi SSH
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SSH

SSH
SSH

SSH
kerberos
SSH
SSH

host/server key
SSH

SSH
DISPLAY

4-3

xauth

2.0
SSH
2.0.11 SSH1
SSH1 SSH2
SSH1 1.2.26
kerberos
public key cryptography SSL PGP
SSH /
IDEA Triple DES RSA
XWindow
XWindow
XWindow
SSH RPM tar gzip
SSH 1.2.26 Red Hat Linux 6.0
SSH
4-3 SSH

# The below call to sed could also be written as:
# sed '/A#.*UTMPX/s/AN\N/T" config.h config.h.new

#

tar xvzf ssh-1.2.26.tar.gz

cd ssh-1.2.26

LDFLAGS="-s" CFLAGS="-02" ./configure
sed '556d’ config.h > config.h.new
mv -f config.h.new config.h

make
make install
/usr/local/bin
SSH1 sshd /usr/local/shin sshd
ssh / sshd shell
[etc/profile SSH

rc

/etc/rc.d/rc.local
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SSH SSH
sshd ssh  scp
ssh remotehost.com
remotehost.com SSH SSH
UNIX shell
SSH Berkeley rsh rlogin
ssh -l luser remotehost.com
ID luser SSH
shell SSH

ssh -I luser remotehost.com "df;ps aux"

BSD Linux
ssh

cd /home/httpd/html; tar cf - * |\
ssh remotehost.com "cd /home/httpd/html; tar xvf -*

ssh remotehost.com "cd /usr/local/bin; tar cf - *" |\
(cd /usr/local/bin; tar xvf -)
tar
/home/httpd/html
{usr/local/bin
UNIX

ssh
ssh remotehost.com "cat /etc/passwd”| grep luser
luser
Berkeley rcp scp

scp /local/file.txt remotehost.com:/long/paths/make/this/hard.txt

“ @n

psS

ssh

scp /local/file.txt luser@remotehost.com:/long/paths/make/this/hard.txt

scp luser @ remotehost.com:/long/paths/make/this/hard.txt /local/file.txt

scp

cp
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shell scp
remote:/root/* /root scp -p
DOS FAT
-r —_— tar/ssh
FTP SSH
ssh ssh scp UNIX SSH
1.2.26 telnet rlogin ssh  scp
/etc/sshd_config /etc/ssh_config SSH
/etc/sshd_config
AllowHosts * .permitted.org 1.2.3.* 1.2.2.3 ssh
AllowGroups groupnamel groupname2 ssh
/etc/group
DenyHosts * .goaway-spammer.com 5.6.7.* 8.7.9.10 ssh
DenyGroups groupnamel groupname?2 ssh
/etc/group
/etc/ssh_config
Compression yes SSH
ssh
-C
CompressionLevel 6 19 gzip 1
9
6
ssh -g -L TCP
shell 2300
telnet TISFWTK plug-gw
ssh -L 2300:remotehost.com:23 -g remotehost.com
2300
23
SSH Berkeley
.rhosts SSH .rhosts

ssh-keygen
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%a-wmh

scp ~/.ssh/idetity.pub remotehost.com:/root/.ssh/authorized_keys
authorized key
ssh remotehost.com "cat>>~/.ssh/authorized_keys" < ~/.ssh/identity.pub
ssh scp

ssh remotehost.com

UNIX crontabs
4.6

» /etc.inetd.conf
* pS aux

. Red Hat Errata
C Linux



	第4 章防火墙
	4.1 虚拟IP 地址
	4.2 内核IP 转发和伪装规则
	4.3 tcpd
	4.4 TIS 防火墙工具箱
	4.5 SSH
	4.6 结束语


